Appl. No. 10/076,199 

Amdt. dated October 9, 2006 

Reply to Office Action of June 7, 2006 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 
Listing of Claims: 

1 . (Currently Amended) An automated encryption system for encrypting an 
electronic message from a sender to a recipient comprising: 

a computer readable medium in communications with a sender's e-mail client : 

a network port in commun i cation w i th said computer roadab l o med i um for accossing 
a sot of pub l ic key data having a pub l ic key associatod with tho rocipiont; and, 

a set of encrvpted private kevs associated with senders' IP's and passwords stored 
in said computer readable medium: 

a set of computer readable encryption instructions embodied in said computer 
readable medium for[[:]] receiving said electronic message from said e-mail client that is 
created by the sender and addressed to the recipient having the sender's ID and 
password , attempting to decrvpt the sender's private kev accordinc to said sender's ID and 
password, if the sender's private key is successfully decrvpted. attempting to retrieveifig 
said recipient's public key associat e d with th e roc i piont from said public k e y data via sa i d 
n e twork conn e ction computer readable medium, the sender's private kev is successfully 
decrypted, but the recipient's public kev is not located In said computer readable medium 
attempting to retrieve the recipient's public kev from a PKI server in communications with 
said computer readable medium if said recipient's public kev is located , encrypting said 
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electronic message according to said recipient's public key assoc i at e d w i th th e recip i ent , 
afid foHA/arding said encrypted message to the recipient for subsequent retrieval so that the 
electronic message is automatically encrypted and delivered to the recipient without the 
need for the email client to retrieve the recipient's public kev or encrvpt the messace . 

2. (Currently Amended) The system of claim 1 inc l ud i ng: wherein 

a Got of private koy data ombodiod in said computer roadab l o medium hav i ng a 
private key associated w i th tho sender; and, said set of computer readable encryption 
instmctions include instmctions for[[:]] retrieving said private key associated with the sender 
from said set of private key data and diqitallv signing said electronic message from the 
sender according to said private key associated with the sender so that the recipient can 
verify the authenticity of said electronic message. 

3. (Currently Amended) The system of claim 1 i nclud i ng wherein: 

a sot of private koy data contained within sa i d computer roadab l o medium hav i ng a 
private koy ascoc i atod with tho condor; and, 

a-set said set of computer readable aeeess-instructions include instructions that if 
the sender's private kev is successfullv decrvpted but the recipient's public kev is not 
located on said PKI server, attempting to retrieve the recipient's public kev from a 
certificate authoritv in communications with said computer readable medium , embodied i n 
said computer roadablo med i um for: rocoiv i ng an access attempt input from tho condor, 
retrieving said private koy associatod with tho sender from said set of private data, 
va l idat i ng said access attempt i nput accord i ng to said private koy to dotomiino whothor a 
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val i d access attompt input has been prov i dod, and encrypt i ng said o l octronic mooGago 
according to said public k e y if sa i d access attempt Input i s va li d so that on l y senders w i th 
val i d acc e ss attempt inputs may send encrypt e d messages. 
4-6. (Canceled) 

7. (Currently Amended) The system of claim 1 including: 

a set of encrypt e d privat e k e y data contain e d within sa i d computer r e adabl e 
medium; and, 

a set of computer readable key maintenance instruction embodied within said 
computer readable medium for[[:]] creating a key pair having said at least one public 
key associated with the sender and a private key associated with said public key and 
the sender, storing said public key within said set of public key data so that said public 
key associated with the sender is available for retrieval, receiving a password from the 
sender, encrypting said private key according to said password, storing said encrypted 
private key within said private key data so that the sender can retrieve said private key 
for decrypting message sent to the sender, and[[,]] deleting said key pair to prevent the 
sender from decrypting encrypted messages so that an automated key management 
system is provided for automatically managing key pairs for senders. 

8. (Currently Amended) An automated encryption system for decrypting an 
electronic message from a sender to a recipient comprising: 

a computer readable medium in communication with a sender's mail server : 

a sot of private key data embod i ed w i th i n said computer readable medium hav i ng a 
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private key assoc i atod w i th th e recipient; and, 

a set of computer readable decryption instructions embodied within said computer 
readable medium for receiving a recipient's access attempt from a client representing an 
attempt to retrieve a message sent from the sender to the recipient havino recipient's ID 
and password, attempting to decrypt sender's private key according to recipient's ID and 
password, if the sender's private kev is decrypted, decrypting said message with said 
sender's private key and forwarding said decrypted message to the recipient . seA4 
oloctron i c mossago from tho sondor to tho rocipiont, retrieving sa i d private koy assoc i ated 
with the rocipiont from said sot of private koy data, decrypt i ng said o l octronic mossago 
according to sa i d private koy, and, providing sa i d decrypted moosago to tho rocipiont so 
that tho recipi e nt automatically r e tri e v e s and d e crypts an el e ctronic e ncrypt e d m e ssag e 
without manua l ly manag i ng private keys. 

9. (Currently Amended) The system of claim 8 wherein i ncluding : 

a network port i n communicat i on w i th said computer readable medium for accessing 
a set of publ i c key data having a public k e y associatod with th e sender; and, 

a s e t said set of computer readable messag e verif i cat i on instructions include 
instructions for e mbod ie d within said comput e r r e adab l e med i um for r e c ei v i ng said 
e ncrypt e d m e ssag e having a digita l s i gnature assoc i at e d with th e s e nd e r, retrieving said 
public key associated from the sender sondor from sa i d dig i ta l signatur e , attempting to 
validate validat i ng said electronic message according to said to a digital signature 
associated with said digital signature, to prov i d e va li dat i on i nformat i on, and providing the 
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resu l ting validation results i nformation to the recipient so that the recipient can be notified 
as to the authenticity of the roco i vod oncryptod message. 
10-12 (Canceled) 

13. (Currently Amended): A computor i zod system method for encrypting an 
electronic message from a sender to a recipient comprising the steps of : 

a computer readable med i um; 

a means for receiving an electronic message from an email client that is created bv 
a sender and addressed to a recipient embodied in said computer readable medium ; 

a means for obtain i ng a publ i c key aGsociatod with the recipient; 

attempting to decrypt the sender's private kev according to said sender's ID and 
password: 

retrieving said recipient's public kev from a computer readable medium if said 
sender's private kev is successfullv decrypted: 

a moans for encrypting said electronic message according to said recipient's public 
key; and, 

a moans for forwarding said encrypted electronic message to the recipient for 
subsequent decryption and retrieval without the need for the sender's email client to 
retrieve the sender's public kev or encrypt said message . 

1 4. (Currently Amended): The system method of claim 1 3 including the steps of : 
[[an]] retrieving an encrypted private key associated with the sender encrypted 

according to the sender's [[a]] password suppl i ed to the sender and conta i ned w i th i n said 
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computor roadablo med i um ; 

0 moans for receiving an access attempt from the sender; and, 

a moans for validating said access attempt according to said encrypted private key 

so that said electronic message is not encrypted unless said access attempt is valid. 

15. (Currently Amended): The system method of claim 1 3 including the steps of : 
a moans for Informing the sender that said public key associated with the recipient 

cannot be found so that electronic message cannot be encrypted; and, 

a moans for sending said electronic message to the recipient unencrvpted . 

1 6. (Currently Amended) The system method of claim 1 3 including the steps of : 
a computer roadab l o m e d i um; 

a moans for receiving an encrypted electronic message from the sender addressed 
to the recipient; 

a moans for obtaining a private key associated with the recipient; and, 
a m e ans for decrypting said encrypted electronic message from the sender to the 
recipient so that the recipient can receive and decrypt an encrypted message. 

1 7. (Cun^ently Amended): The system method of claim 1 3 including the steps of 
sicnino said electronic message with a dicital signature associated with the sender, f 

a digital signature associated with th e s e nd e r contain e d with i n said computer 
roadablo medium; and, 

a means for s i gn i ng sa i d ele ctronic message with said digita l signature. 

1 8. (Cun^ently Amended): The system method of claim 1 3 including the steps of : 
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a moans for receiving an electronic message having a digital signature associated 
with the sender; and, 

a moans for verifying the authenticity of said electronic message according to said 
digital signature so that the recipient is ensured that said electronic message truly 
originates from the sender. 

19. (Canceled) 
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